_ UBND TINH BEN TRE CONG HOA XA HOI CHU NGHIA VIET NAM
SU GIAO DUC VA PAO TAO Dc ldp — Ty do — Hanh phic

S6: I4  /SGD&DPT-GDTX Bén Tre, ngay {9 thang 7 nim 2011
Vé viéc ting cudng trién khai cac hoat dong
dam bdo an toan thong tin s6.

Kinh gri:
- Phong Gido duc va Dao tao cac huyén, thanh pho;
- Céac don vi truc thudc So.

Thoi gian gan day, tinh hinh mét an toan cia thong tin sé & nuée ta dién bién
phirc tap, xuét hién nhiéu nguy co de doa nghiém trong dén viéc img dung cong
nghé thong tin dé phuc vu phat trién kinh té - x3 hdi va dam bao an ninh, quéc
phong;

Nhim ting cudng kha nang phong, chéng nguy co tin cong, xam nhép hé
théng céng nghé thong tin; déng thoi ngan chin va khic phuc kip thoi cac su ¢b an
toan thong tin trén mang mdy tinh, S& Gido duc va Pao tao yéu cdu cac don vi trién
khai thuc hién t6t mot sb viéc nhu sau:

1. Thyuc hién nghiém tuc ndi dung Céng van sé 2470/UBND-VHXH ngay 20
thang 6 nam 2011 cia Uy ban nhén dén tinh vé viée tdng cudng trién khai cac hoat
ddng dam bao an toan thong tin sb;

2. Trang bi phan mém bao mat, phan mém diét virus c6 ban quyén; ning cép
tuong Itra (firewall); thuong xuyén sao Iuu dit lidu sang cac thiét bi luu trit ngoai
(DVD, CD ROM, b cimg rdi, USB...);

3. Canh giac véi céc tép tin (File) tu clp nhat dir liéu (Update); thay dbi
thudng xuyén mat khdu dang nhép, x6a céc dia chi email khéng r3 nguén gbc trong
hdp thu dién tir;

4. Tang cuong giam sat hoat dong ctia hé théng va thuc hién cac bién phap
kg thuat can thiét nham phat hién céc cudc tAn cong tham do d& ngan chin kip thoi;

5. Ngit két nbi Internet véi cac may tinh khong cé nhu cau sir dung mang.

S& Gido duc va Pao tao dé nghi Thu trudng cac don vi chi dao, dén dbc va
ki€m tra viéc thuc hién tinh than Cong vin nay./.

£§, GIAM POC
Noi nhin:
- Nhu trén (d€ thyc hién);
- Website So;
- Luu: VT, P. GDTX.
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UY BAN NHAN DAN CONG HOA XA HOI CHU NGHiA VIET NAM
TINH BEN TRE Djc 1ap - Ty do - Hanh phuc

S0: 2440 /UBND-VHXH Bén Tre, ngay 20 thdng 6 ndm 2011
V/v ting cudng trién khai cac

hoat dfng dim bao an toan

théng tin s6

Kinh giri:
So. B30

e E - C4c s6, ban, nganh, doan thé tinh;
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- Uy ban nhén dan céc huyén, thanh phé.
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Thuyc hién Chi thi s 897/CT-TTg, ngay 10 thang 6 ndm 2011 cua Thu
tuong Chinh phi vé viéc tdng cuong trién khai cac hoat dong dam bao an
toan thong tin sd.

Thoi gian gan d4y, tinh hinh mAt an toan théng tin s6 & nude ta didn bién
phirc tap, xuat hién nhiéu nguy co de doa nghiém trong dén viéc ung dung
cong nghé thong tin phuc vy phat trién kinh té - xa héi va dam bao quéc
phong, an ninh. Theo s liéu théng k&, s& vy tin cOng trén mang va cac vy xam
nhdp h§ théng CNTT nhim tryuc loi, phd hoai dir liéu, an cAp tai san, canh tranh
khong lanh manh va mét sb vu mét an toan théng tin s6 khéc dang gia ting &
mirc bao dong v s6 hrong, da dang vé hinh thire, tinh vi hon vé cong nghé.

Dé ting cudng kha ning phong, chong nguy co tAn céng, x4m nhép hé
thong cong nghé thong tin va ngan chan, khic phuc kip thoi céc sy ¢b an toan
théng tin trén mang méy tinh, Uy ban nh4n dan tinh yéu clu cic sé, ban,
nganh, Uy ban nhan dan cac huyén, thanh phé trién khai trién khai thyc hién
mdt s6 ndi dung cu thé nhur say:

1. Kiém tra va nghiém tic thyc hidn céc quy dinh v& bao dam an toan
théng tin s6 trén moi trwong mang tai cdc Didy 41, 42 Nghi dinh sb
64/2007/ND-CP ngay 10 thang 4 ndm 2007 cia Chinh phu vé ing dung cong
nghé théng tin trong hoat ddng cia co quan nha nuac; bao dam cac nguyén tic
an toan thong tin trong qua trinh thiét ké, x4y dung, vdn hanh, ning cap va huy
b6 c4c ha tang ky thudt. Tang cuong cOng tac trién khai quan 1y an toan thong
tin $6 theo Tiéu chuin quéc gia TCVN ISO/IEC 27001:2009.

2. Trién khai 4p dung cdc giai phép dim bao an toan théng tin, chéng
virus va mé doc hai cho cac hé théng théng tin va cac may tinh ca nhan co két
ndi mang Internet. Doi v&i cac hé thdng thong tin quan trong, cac cong, trang
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thong tin dién tr quan trong, nhat thiét phéi ap dung chinh sich ghi hru tap
trung bién ban hoat ddng (log file) cin thiét dé phuc vu cdng tac didu tra va
khic phyc sy cé mang véi thai han Iuu gitr theo huéng dén cia Bo Théng tin
va Truyén thong, nhung t6i thidu khong it hon 3 thang.



3. B tri can bd quan ly, can b0 ky thuat phu hop chiu trach nhlem dam
bao an toan cho cic hé théng thong tin sb. Lap ké hoach dao tao bdi dudng
nghiép vu cho d6i ngii c4n bd an toan théng tin s6, dao tao, phd bién klen thirc
k¥ ndng cho nguoi dung may tinh v& phong, chong cic nguy co mat an toan
thong tin s6 khi sit dung mang Internet. '

4, Bo tri kinh phi tir ngén sach nha nuédc va cac ngudn kmh phi hop phap
khéc dé trién khai cac hoat dong dam bao an toan thong tin s6. Pam bao kinh
ph1 dau tr va van hanh thudng xuyén cac hé thdng dam bao an toan thong tin
s0.

5. X4y dung, trién khai ké hoach dam béao an toan thong tin sb dmh ky
hang ndm va 5 nam nham thuc hi¢n cac muc tiéu cua Quy hoach phat trién an
toan théng tin s6 qudc gia dén nam 2020 (Quyét dinh s& 63/QDb-TTg ngay 13
thang 01 ndm 2010 cia Thu tuéng Chinh phu).

6. Céc thong tin thudc bi mat Nha nudc lhwu trir va truyén trén méi
truong mang phai dugc ma hoa va quan ly theo quy dinh cia phap luit vé co
A
yéu.

Dé nghi Tha trudng cic sé, ban, nganh, doan thé tmh Chu tich Uy
ban nhén dan cac huyén, thanh phd trién khai thuc hién t6t ndi dung Cong
vin nay./.

TM. UY BAN NHAN DAN

PN ton (8 thy hign); KT. CHU TICH
- TT.TU, TT.HDND tinh (thay bo cio); ~ PH@CHQ TICH

- CT va cac PCT UBND tinh (thay béo céo)

- Chanh va cac PCPVP UBND tinh (dé biét);
- NC: VHXH (kém CT 897), TH;

- Luu: VT (1y).
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