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Trung tim Ung eim khﬁnr cip May tinh Viét Nam (VNCERT) xin thone bio

khin Cép vEL 16 hing big Mt TiE nguy hiém (ma sé quac le | CVE-2012-1423) anh
huémg cdc miy chd Web(Vi du nhir - Apache, Lighthupd, Nginx v.v.. .} cai diit rooduls
PEHIP-CGt d¢ thue thi cac trang web dugre xdy dung bing npan n git PHI* qus CGT L
bao mét nay cho phep lin tic cd thé dinh cip hodn toan ma nguén. thény 1in cie hink
hode nguy hiém hon cé thé oif diit ind déc, cudp quydn didu khien cilc be théng may
cht cal i wng dung web, Cong/ Trang thémg tin dign ur lam ban dap dé kidgm sodr tra;
phep i thimg théng tin nai bd cla cdc eo quan, B chire.
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- ienlrang —ttn mét trang php bat ki ¢6 trén thy tnue public cia webserver,
Théng thuwomp ¢o thé wr dong index php
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3. Hudng dan danh gia két qua:

- Neu trinh duyét web hien ra toan bo md noudn cia lvang php cd dia chi nhy da
néu, thi may chu bi 181 bao mal inén, Ty

- Néu trinh duyét wel hidn 1én trang web nhu binh thuinp thi may ol khong b
161 bdo it trén,

Hign nawv 161 bao mat wén di duoe cong bé 1rén dién hep tal mot 58 trang thivge in

chuvén nganh quie 1& nén kg mg n e da biél va o thé 1a: dunp dé tin cong Lra?
phép vae cde hé thone mic 151 bit oy e ndo, Trung thm VNCLRT hudng din mée 56
phuong dn khac phuc nhir sau-

Dung sir dung phuong thise GG irén may chi web servet.

Thay ¢ module PHP-CG bang mocule Fastepi.

tap nhét phién ban méi ahdt cho cic packape cia php trong webserver, trong
d6 chil ¥ hai package php-common vi php-cli i Repository cia hé digu hinh
cdl dit trén may chi web hofde tir t6 chire PILP Wy vao tinh hinh thue (&, Tuy
nhién dé nghj cic co guan t5 chite chi § dén ngay 08/5/2012 cic bin v obi
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han ché dwge mbt phin nao, vao chua co Ban va khie phue duge hoan
toan dhwge 100 trén cho php-cei.

Trén day 14 ba phuone an xt l¥ do Trung tam YNCER'| dé xudt tuy ahign Wy tinh
hinh thuc té cu thé 1ma cic Qu¥ co quan, 16 chire ¢o thé c6 vic bicn phip khic phue
khac phu lup hon véi thue 1€ cia minh, D dic thi 16 hE‘mg bae mit trén yéu ciu phdi
cf hieu bict sy vé he thcfmg Ung dung nén quy oo quan, 16 chuc ¢o the 1ién 1é thémn
va1 dem vi cung dng phan mem dé co phuong dn kidm wra va Khic phuc hitu qua néy
plidt hign (51 bao mit

Theo ddnb gid cia Trung tdm VNCERT sé lugng mady chi web bi 101 bio mét nghiém
lronig trén ta kha lon nén kinh gé nghi Quy co quan, don vi hél sire chi v, khan bruong
rd S0at wa thue hién nghiém e theo hidn p din én dé n gan chin tin tic khaj thic,
cudp quven difu khién, Hién nay cag thdng tin cong bé chink thie vé [0 iren d3 durae
cie (6 chie gude 1@ Hun ol khdng cong b chi di do Pl vi anh hudng rdna. s
did aghid trong cao ma chua o budng klic phite liean chink, Trung tdm VNCER)
dang tiép e thea doi va nghién ctu vin dé trén, do do deé nghi Quy cw quan, 16 cie
khing chng b thong {in rong =i ki nbia duge thiug bao nayv. Moi thie mic vé YiES
kbide phize 16 hong bao mét xin lién hE Thac s¥ Negé Quang Ty, Truong phing K7
hudt hé théng - dia chi emuil - racdelatllgdviicert v
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